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Blackburn with Darwen Healthy Living

Data Protection Policy

Related policies and procedures

This policy should be read in conjunction with all related policies and procedures. Please see the
separate list in the Policies and Procedures file.

Definitions
Charity Blackburn with Darwen Healthy Living, a registered Charity
GDPR General Data Protection Regulation.

Responsible Chief Officer of Blackburn with Darwen Healthy Living.

Person
Register of Register of all systems or contexts in which personal data is processed by
Systems the Charity.

Introduction

The processing of personal data is essential to many of the services and functions carried out by
Blackburn with Darwen Healthy Living (BwDHL) recognises that compliance with data protection
legislation (including the UK General Data Protection Regulation (‘UK GDPR’), the Data Protection
Act 2018 (‘DPA’) and related legislation) will ensure that such processing is carried out fairly,
lawfully and transparently.

Data protection legislation, and Article 8 of the European Convention on Human Rights recognise
that the processing of personal data needs to strike a balance between the need for an
organisation utilising personal data to function effectively, efficiently and in the wider public
interest, and respect for the rights and freedoms of the individual(s) (‘data subject(s)’) to whom
the personal data relates. This policy sets out how BwDHL intends to safeguard those rights and

freedoms.

Scope

This policy applies to the collection, use, sharing and other processing of all personal data
held by BWDHL, in any format including paper, electronic, audio and visual. It applies to
all staff.
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Data protection principles

BwDHL is committed to processing data in accordance with its responsibilities under the UK
GDPR.
Article 5 of the GDPR requires that personal data shall be:

a. Processed lawfully, fairly and in a transparent manner in relation to individuals.

b. Collected for specified, explicit and legitimate purposes and not further processed in a
manner that is incompatible with those purposes; further processing for archiving
purposes in the public interest, scientific or historical research purposes or statistical
purposes shall not be considered to be incompatible with the initial purposes.

c. Adequate, relevant and limited to what is necessary in relation to the purposes for which
they are processed. (‘data minimisation’)

d. Accurate and, where necessary, kept up to date; every reasonable step must be taken
to ensure that personal data that are inaccurate, having regard to the purposes for
which they are processed, are erased or rectified without delay. (‘accuracy’)

e. Keptinaform which permits identification of data subjects for no longer than is necessary
for the purposes for which the personal data are processed; personal data may be stored
for longer periods insofar as the personal data will be processed solely for archiving
purposes in the public interest, scientific or historical research purposes or statistical
purposes subject to implementation of the appropriate technical and organisational
measures required by the GDPR in order to safeguard the rights and freedoms of
individuals. (‘storage limitation’)

f. Processed in a manner that ensures appropriate security of the personal data, including
protection against unauthorised or unlawful processing and against accidental loss,
destruction or damage, using appropriate technical or organisational measures.”
(“integrity and confidentiality’)

BwDHL shall be responsible for, and be able to demonstrate compliance with, the
above principles (‘accountability’).

General provisions

Q

This policy applies to all personal data processed by the Charity.

b. The Chief Officer shall take responsibility for the Charity’s ongoing compliance with this
policy.

c. This policy shall be reviewed every two years.

d. The Charity shall register with the Information Commissioner’s Office as an organisation

that processes personal data.
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Lawful, fair and transparent processing

a. To ensure its processing of data is lawful, fair and transparent, the organisation shall
maintain a Register of Systems.
The Register of Systems shall be reviewed at least annually.
Individuals have the right to access their personal data and any such requests made to
the Charity shall be dealt with in a timely manner (one calendar month).

Lawful purposes

a. All data processed by the Charity must be done on one of the following lawful bases:
consent, contract, legal obligation, vital interests, public task or legitimate interests (see
ICO guidance for more information).

The Charity shall note the appropriate lawful basis in the Register of Systems.
Where consent is relied upon as a lawful basis for processing data, evidence of opt-in
consent shall be kept with the personal data.

d. Where communications are sent to individuals based on their consent, the option for the
individual to revoke their consent should be clearly available and systems should be in
place to ensure such revocation is reflected accurately in the Charity’s systems.

Data minimisation

a. The Charity shall ensure that personal data are adequate, relevant and limited to what is
necessary in relation to the purposes for which they are processed.

Accuracy

a. The Charity shall take reasonable steps to ensure personal data is accurate.
b. Where necessary for the lawful basis on which data is processed, steps shall be put in
place to ensure that personal data is kept up to date.

Archiving / removal

a. To ensure that personal data is kept for no longer than necessary, the organisation shall
put in place an archiving policy for each area in which personal data is processed and
review this process annually.

b. The archiving policy shall consider what data should/must be retained, for how long, and
why.


https://ico.org.uk/for-organisations/guide-to-the-general-data-protection-regulation-gdpr/lawful-basis-for-processing/
https://ico.org.uk/for-organisations/guide-to-the-general-data-protection-regulation-gdpr/lawful-basis-for-processing/
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Security

The Charity shall ensure that:

a. Personal data is stored securely using modern software that is kept-up-to-date and where
appropriate encrypted devices such as laptops

b. Access to personal data shall be limited to personnel who need access and appropriate
security should be in place to avoid unauthorised sharing of information.

c. When personal data is deleted this should be done safely such that the data is
irrecoverable.

d. Appropriate back-up and disaster recovery solutions shall be in place including offsite
back up storage.

e. All staff must always use charity devices to capture charity data. Personal
phones/tablets/laptops should not be used as personal devices are more susceptible to
data breaches and loss, posing significant security risks to sensitive charity information
should the device be compromised or stolen.

f. All paper files are stored in a locked filing cabinet and archived for a year. The Charity will

then ensure it is shredded and disposed of securely.

Training

BwDHL recognises that data protection training is crucial so that all staff understand
their responsibilities relating to data protection and the use of personal data. Failure to
comply with data protection legislation could lead to serious consequences.

BwDHL will ensure that staff have access to relevant data protection training course.

Privacy be design and by default

BwDHL approach to compliance with data protection legislation will be underpinned by the principles of
privacy by design and privacy by default.

‘Privacy by design’ means that BwDHL will take into account privacy issues from the very outset of
planning for an activity that might involve the processing of personal data. When undertaking a new
activity privacy considerations will be embedded throughout.

‘Privacy by default’” means that the BWDHL will ensure that only personal data that is necessary for a
specific purpose is processed. BwDHL will not collect more personal data than is needed for the purposes
concerned, process it more than is necessary or store it longer than is needed.

Breach

In the event of a breach of security leading to the accidental or unlawful destruction, loss,
alteration, unauthorised disclosure of, or access to, personal data, the Charity shall promptly
assess the risk to people’s rights and freedoms and if appropriate report this breach to the ICO
(more information on the ICO website).

Disciplinary action and criminal offences

Serious breaches by staff of this policy caused by deliberate, negligent or reckless behaviour could result
in disciplinary action including dismissal and may even give rise to criminal offences.


https://ico.org.uk/for-organisations/guide-to-the-general-data-protection-regulation-gdpr/personal-data-breaches/
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This policy is supported by training, awareness and additional guidance.
Associated BwD Healthy Living policies

e Information Sharing policy

e Information Access policy

e Confidentially policy

More information on the data protection act: https://www.gov.uk/data-protection or the ICO
website.

Revised date: August 2024

Review date: August 2026


https://www.gov.uk/data-protection

